
K-12 schools and higher education campuses face a 

number of challenges, not the least of which is the basic 

principle of safeguarding students, staff and faculty from 

emerging threats. They must strive to strike a balance 

between building a secure environment and maintaining a 

welcoming one. A combination of policies and procedures 

for educational institutions to follow can be instrumental in 

achieving this goal, but it’s not enough to simply lay down 

strategies. Implementing robust and innovative security 

technology is key, and manufacturers and integrators must 

work diligently to meet the needs of educational facilities 

by embracing convergence and unification.

Schooling the Market on Security in the 
Education Sector: Trends, Tools and Tech 



SECURITY IN THE EDUCATION SECTOR BY THE NUMBERS:

Today, effective security is an essential requirement for 

every educational establishment, but many institutions 

are not maximizing the use of their security systems. With 

careful design and implementation, however, they can 

deliver a wide range of invaluable benefits and can even 

help to improve efficiencies while reducing energy costs 

and the carbon footprint. 

Vandalism, theft, arson, bullying, assaults on staff, 

abductions – these are just some of the threats now faced 

by educational institutions, and there is no question that 

an efficient security installation, which can include an 

integrated access control, intruder detection and video 

surveillance, can help address these threats. However, lack 

of budgets can be a problem, as schools face challenges 

• The market for security equipment and services in the education realm reached $2.7 billion in 

revenue in 2017 (IHS Markit). 

• The proportion of schools deploying video surveillance systems has risen from 20 percent in 

1999 to more than 70 percent in 2013 (U.S. National Center for Education Statistics). 

• The proportion of schools actively controlling the entrances to their buildings has risen from 

75 percent to more than 90 percent in the same timeframe (U.S. National Center for Education 

Statistics).

• Since 1999, the percentage of buildings on educational campuses that saw controlled access 

during school hours increased by 19.5 percent (U.S. National Center for Education Statistics).

with providing robust protection within certain price points. 

Covering all the bases for accomplishing thorough school 

security can seem overwhelming, but five components 

are key for establishing effective protection in today’s 

educational facilities: 

Managing access. Recent unfortunate incidents have 

made it clear that monitoring entrances and exits of a 

school building and controlling or restricting access are 

paramount when it comes to ensuring the safety of those 

inside. Access control technology is a powerful tool that 

offers officials the ability to quickly and easily lockdown a 

campus at the touch of a button, which can be critical in 

the event of an emergency or threat.

Knowledge. It’s important for a school to work with well-

qualified systems integrators and manufacturers that have 

experience in this vertical. The smartest security strategy is 

layered and fills in gaps as best as possible, and a seasoned 

integrator or manufacturer can assist with this. They can 

work within a budget and timeline to put together the 

most cost-effective and efficient system possible. The key is 

to get started and build a system over time, if necessary, to 

reach end goals.



Integrated systems. Educational facilities must 

leverage collaboration to build technology solutions that 

efficiently integrate with the security solutions already 

in place to maximize capital investments that budget-

concious schools have made. When designing a system, the 

unique needs of the organization must be identified. Are 

streamlined management and situational awareness the 

goal? If so, a close integration between various systems is 

critical to the success of the implementation.

Cybersecurity. Despite physical security concerns 

acting as the most prominent threat to schools, the 

technology and solutions used to combat these challenges 

face an inherent risk of cyber vulnerabilities and attacks. 

In the event of a breach, an entire security system may 

be left ineffective, which could severely impact a school’s 

safeguarding procedures. A school’s IT department must be 

brought into the deployment process to ensure proper data 

safety protocols are being followed and software updates 

and patches are installed frequently.

Versatility. Implementing a security solution can be a 

significant investment, so it’s critical for educational facilities 

to think outside the system’s primary purpose and take a 

look at how it can also be used for business operations. 

With today’s evolving technology, modern campuses are 

using security and IT functionality to address more than 

just safety; access control systems can be used for event or 

building management, energy savings and gathering data 

about building usage and operations.

Doing More with Less

Today’s access control systems are doing more than simply 

granting and restricting access: they’re adding more value 

to capital investments by incorporating information from 

student and building management platforms in an effort 

to build more intelligent solutions. For example, when two 

systems are integrated, the simple act of swiping a card can 

both enhance security and communicate to the building 

management system to turn on lights in a specific area, 

ensuring savings on energy costs.

There are ways of reducing costs without compromising 

efficiency. For example, much of the cost of installing a 

security system has, in the past, been associated with 

extensive cabling requirements. The latest systems, however, 

such as Vanderbilt Security Management System (SMS), 

can communicate via a standard Ethernet network and can 

even share this network with other services.

In many cases, this means that the existing IT network at the 

educational establishment can be used as the basis for the 

security installation, eliminating a large proportion of the 

costly new cabling that would otherwise be required. And 

network-based solutions also provide other benefits. For 

example, they make it easy to arrange for the whole of the 

security installation, no matter how large, to be monitored 

from a single location, which doesn’t even have to be on 

site. This opens up the possibility of monitoring several 

schools or other educational establishments from one 

central location, which is much more cost effective than 

operating a separate staffed monitoring station at each site.



The latest integrated Vanderbilt platforms allow for remote 

monitoring for intruder detection using built-in site maps 

with overlaid active control icons, integrated access control 

management and video surveillance functionality. 

Access Control

Innovative and intelligent access control technology has 

become a central component for the safety and security 

strategies of today’s schools. By strictly monitoring where 

individuals are within the facility at all times and ensuring 

any outside access to the institution is authorized, access 

control can enable K-12 schools and higher education 

campuses to protect against the risks they most prominently 

face today.

Access control systems can control access to the whole site 

as well as providing selective access to IT rooms, libraries 

and offices where high-value equipment or confidential 

records may be found. Access privileges can be individually 

tailored for each individual user of the system, and functions 

like restricting access to normal working hours are easily 

implemented. 

They can integrate into a student record database or 

library system to allow continuity of data flow throughout 

the different systems in an education environment. This 

has the ability to save institutions countless hours in 

system administration. Students and staff can be issued 

access cards, and the system will then keep track of their 

locations. This provides a very efficient and effective way of 

monitoring attendance at classes and in lectures, and also 

makes it easy to determine exactly who is in a building if it 

becomes necessary to ensure full evacuation in the event 

of a fire.

These benefits reduce administrative costs, which can 

help offset the cost of installing the equipment. There is, 

however, also a more direct way that access control systems 

can save money, and that’s by reducing energy usage. It is 

perfectly possible to arrange for the access control system 

to automatically turn off lighting and cut back heating in 

rooms and that are unoccupied and, even in establishments 

of a relatively modest size, this can lead to significant cost 

reductions.

Intrusion 

For many educational facilities across the world, intrusion 

alarms and detection are at the center of their focus for 

establishing a comprehensive security plan — and the 



Going Beyond Security 

In the past, card readers and alarm systems would help keep 

intruders out and safeguard a campus, while administrators 

would manage dining hall or dorm access and classroom 

schedules from completely different systems. But today’s 

evolving technology allows more streamlined data 

management and the combination of various processes 

into one simplified interface.

Energy

When access control systems are integrated with building 

management technology, energy savings may be realized. 

An integrated system can record when the last person 

leaves a building and turn down the temperature or 

lighting once the building is no longer in use. Not only 

does this contribute to gathering data on building usage 

for management purposes, but using access control data 

for energy efficiency can also lead to a significant reduction 

in energy use and costs.

Entry Management

Comprehensively monitoring every conference or activity 

that takes place on a college campus can be difficult, 

leading administrators to try and find new ways of granting 

and restricting access to buildings and classrooms. One 

new way security officials are simplifying this task is by 

integrating event management systems with access control 

solutions.

education sector is included in this renewed focus area. 

As most schools have already implemented surveillance 

systems and access control systems, the education security 

as a whole market is expected to grow an average of just 1 

percent annually, reaching $2.8 billion by 2021, according 

to IHS Markit.

It’s critical for security operators to have technology in place 

that alerts officials to unauthorized entry, forced entry and 

additional intruder alarms in an effort to protect students, 

staff and faculty from potential harm. Intrusion detection 

systems protect the space from intruders who trespass 

or violate a physical perimeter in any other way from 

the outside of a building. This is especially important for 

educational facilities that have a closed campus in an effort 

to keep unauthorized persons out of an area, or for after 

hours detection of threats of vandalism and theft. 

Within intrusion and beyond, there’s certainly a trend 

toward all devices becoming smarter, interoperable and 

interconnected, and we can look toward the Internet of 

Things (IoT) as the source. Security leaders within the 

education sector demand the ability for their intrusion 

detection system to work seamlessly with and talk to their 

access control, fire detection and video management 

systems in an effort to implement an integrated security 

solution.



One single reservation system can be used to allow 

students to reserve a meeting space or classroom quickly 

and easily without having to be physically let in the room. 

For example, a student’s ID card (or mobile phone) can be 

used both as a method of identification as well as a tool to 

access a dining hall, dorm room or classroom at a specific 

time, such as for a late class or study sessions after hours. 

This saves significant time for building managers, avoiding 

having to grant or restrict access manually. 

 

Additionally, this data can allow for the doors to be 

automatically unlocked for an event and relocked afterward, 

such as when a professor holds a late study session for 

students in a specific class. With just a bit of information, 

administrators managing a building can create “rules” for 

an entire list of students that will grant them access to a 

classroom or lecture hall for a specific time period. 

Analytics

Data gathered from disparate systems, such as access points, 

building management systems and human resources 

software platforms, can be combined into a single platform 

to give officials a more comprehensive view of the campus 

landscape. Today’s higher education facilities are exploring 

additional ways to mine this data to provide insight into 

how students are using a particular building, classroom or 

area of the university. This data can also help analyze traffic 

flow patterns that can streamline better campus-wide 

planning and operations. 

 

Officials also look toward these analytics to help pinpoint 

problems before they arise, which can help thwart potential 

threats to the safety and security of faculty and students. 

Educating the Future, Seeing the Future in 
Security

Though educational facilities are now experiencing more 

threats to the safety of students and staff than ever before, 

school security officials can take a proactive approach to 

securing these facilities through a number of integrations 

and technological advancements aimed at delivering 

higher levels of situational awareness across a campus. 

Through collaboration and innovation in access control, 

video and intrusion detection, the teams at Vanderbilt can 

help make this possible. 



Maryland

Surrounded by a pristine campus and set on 155 acres, 

this premier public university in Maryland is a nationally 

accredited institution that offers 58 undergraduate and 

graduate degree programs. As a growing organization, the 

college needed to take steps to update its existing security 

landscape. The organization also needed a system that 

had the ability to integrate with the university’s One Card, 

human resources and student information systems, with 

easier management and automation to ease day-to-day 

workload for security personnel. 

Solution: Vanderbilt Security Management 
System (SMS)

1. The university chose the SMS as a solution that 
could ensure long-term investment protection 
and serve as a clearinghouse for access control 
management across the campus.

2. The Vanderbilt SMS delivers a powerful, single 
source solution for integrating a facility’s access 
control technologies, digital video and alarm 
monitoring systems. The systems are scalable, 
allowing the college to meet the security 
requirements of the campus today and expand to 
meet any growth needs in the future. 

3. The system is perfect for large, multi-site or global 
organizations, and supports an unlimited number 
of cardholders and readers while providing 
unparalleled flexibility. 

4. With SMS, the college has also ensured campus 
lockdowns are now possible. The ability to perform 
a real-time lockdown of the campus centrally with 
the ease of a push-button and recover from that 
lockdown with the same ease is critical.

Ripon College

Spanning more than 250 acres with 26 buildings, Ripon 

College in Ripon, Wisconsin is home to more than 840 

undergraduates. Ripon faced several challenges, including 

outdated and unsupported access software, poorly 

supported controllers and readers, and an ID card system 

that was tied to outdated dining software. 

Solution: Vanderbilt Security Management 
System (SMS) 

1. 1. The SMS is scalable so that Ripon can easily add 
readers and monitoring solutions to the system as 
it grows over time without the costly add-ons.

2. 2. The Vanderbilt SMS can help school officials 
streamline access for events. The doors will 
automatically unlock for an event and then relock 
once the event is over. 

3. 3. Lockdown capabilities were also critical for 
the Ripon security team, and the university’s 
previous system did not deliver this functionality 
consistently. The Vanderbilt SMS schedules doors 
based on different events or business rules, but 
also contains the necessary manual and automatic 
overrides that are critical to ensuring the safety and 
security of students. 

TECHNOLOGY IN ACTION

https://vanderbiltindustries.com/resources/case-studies/university-experiences-seamless-security-update-with-sms-system
https://vanderbiltindustries.com/resources/case-studies/vanderbilt-sms-is-top-of-the-class-at-ripon-college


Gilbert Christian Schools

Located in the Phoenix suburb of Gilbert, Ariz., Gilbert 

Christian Schools operates three private school campuses 

for students ranging in age from pre-kindergarten through 

high school. The district is home to more than 1,000 

students and nearly 200 staff members. 

About two years ago, just prior to constructing its Greenfield 

Campus that opened last fall, Gilbert officials decided it was 

time to bolster their access control system district-wide 

and began soliciting bids for a solution that could not only 

streamline security across the campuses but also provide a 

more modern level of convenience.

Initially school officials opted to adopt a facial recognition 

solution they hoped would improve security and reduce 

their reliance on physical credentials alone. However, they 

soon realized that the biometric system by itself would not 

satisfy their security needs.

Solution: Vanderbilt Security Management 
System (SMS)

1. Though Vanderbilt’s SMS access control system 
was initially integrated with the facial recognition 
solution at the Greenfield Campus, the school 
recently decided to do away with the biometric 
aspect of the system after realizing that Vanderbilt 
was meeting all of their access needs.

2. The SMS platform has subsequently been deployed 
at the Agritopia and high school campuses as 
well, enabling the district to streamline its security 
operations, such as being able to initiate a district-
wide lockdown in an instant.

3. Both “soft” and “hard” buttons have been installed 
throughout all three schools, which give staff the 
ability to put the district into lockdown and alert 
administrators of potential security threats. On 
the Greenfield Campus, 365 Technologies also 
integrated a panic alarm with SMS that provides 
every teacher with a serial numbered button that 
can give school officials immediate information 
about who initiated the alert and where an event 
is taking place in the facility.

4. SMS has given the school the ability to set up 
varying access privileges for different individuals 
based on time restrictions and other variables, 
which is something they couldn’t do previously.

Pretty much everyone has loved it. 

We’re always getting feedback from 

folks saying, ‘Hey, we want more doors 

added at the different campuses or more 

access points so we can control things 

even more.’ The Vanderbilt software 

runs everything very smoothly.

Barry Klontz 

IT Manager, Gilbert Christian Schools

https://vanderbiltindustries.com/resources/case-studies/gilbert-christian-schools-modernizes-access-control-and-streamlines-securit
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About Vanderbilt

Vanderbilt is a global provider of security systems recognized for future-proof, high-performance, easy-to-use products. 

Vanderbilt strives for innovation in Software-as-a-Service solutions such as ACT365, as well as product integration both 

within and outside of their portfolio offerings. Simply put, Vanderbilt is #ReadyForAnyChallenge. To learn more, please visit 

vanderbiltindustries.com, or follow us on Twitter, Facebook, and LinkedIn. 
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